
PRIVACY POLICY


Updated: 14 of April  2021


We respect the privacy of people who visit https://oton.market  (“Website”). We are 
devoted to the protection of your personal data. In particular, we are committed to 
processing your personal data responsibly in compliance with applicable data protection 
laws and only for defined below purposes.


This Privacy Policy is a legally binding agreement between you and incorporated as a 
legal entity OTON Market OU, registered under the laws of Estonia, registered number 
14832129, registered office Harju maakond, Tallinn, Lasnamae linnaosa, Punane tn 
6-219, 13619 (the “Company”). The Privacy Policy applies to any processing activities 
by the COMPANY resulting from your use of the Services, as defined in our Terms of 
Use. The processing activities shall cover the use, collection, retention, storage, securi-
ty, disclosure, transfer, disposal, and any other processing of personal data, defined by 
the applicable laws. 


Before you give us your consent on the collection and processing of your personal data, 
or provide us with your personal data, we kindly ask you to read carefully this Privacy 
Policy. It explains when, where, and why we collect personal data of our users, how we 
use such data, the conditions under which we may disclose it to others, your rights in 
respect of your personal data, and how we keep it secure.


With this Privacy Policy, we tried to provide you with clear, plain and complete explana-
tion of privacy matters within the COMPANY. We hope you will have no doubts that your 
data is safe with us. In case you have any questions about your privacy, - do not hesi-
tate to write us. We will be happy to provide you with needed assistance.


Occasionally, at our sole discretion, we may change this Privacy Policy, so we will kindly 
ask you to regularly check this page to ensure that you are aware of any changes. We 
will be posting such changes on this page and update the Privacy Policy modification 
date at the top of this page. In case of significant changes to this Privacy Policy, we 
would inform you separately of the relevant changes.


For more details regarding the scope of personal data processed and other relevant 
purposes, we have prepared separate sections in this Privacy Policy, as indicated be-
low.


What is personal data/processing of personal data?


Personal data is any information relating to you and that alone or in combination with 
other pieces of information gives the opportunity to the person that collects and pro-
cesses such information to identify you as an individual. This can be your name, your 
identification number, your location data, information related to your physical, physiolog-
ical, genetic, mental, economic, cultural or social life or any other information that may 
identify you. 


Processing of the data means any action performed with your personal data, for ex-
ample, collection, recording, organisation, structuring, storage, use, disclosure by any 
means etc. 
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Legal bases for processing.


Please note that we may process your personal data not only based on your consent, 
but also when one of the following is applicable:


• processing is necessary for the purposes of the COMPANY legitimate interests on 
the conditions prescribed by the data protection legislation. In particular, it is neces-
sary to run the Website and to provide the Services, as defined in our Terms and 
Conditions; 


• processing is necessary for the performance of a contract to which you are a party 
or in order to take steps at your request prior to entering into a contract;


• processing is necessary for the compliance with our legal obligations;

• processing is necessary to protect your vital interests or vital interests of another 

natural person;

• processing is necessary for the performance of a task carried out in the public inter-

est or in the exercise of official authority vested in us.


In all cases, we will notify you about applied legal basis for processing and other rele-
vant details per your request.


What personal data do we collect? 


When you interact with us, whether by using our Website or communicating with us, we 
may collect the following information about you:


Information you give us: you may give us information about yourself if you sign up for 
an account on our Website, place an order for products, complete any online forms 
(such as registration forms, competitions, and surveys), opt in to receive our newsletters 
and special offers, enter a competition or promotion, participate in social media func-
tions with our Website, or correspond with us (by email, telephone, instant chat, social 
media or otherwise).

Depending on what you provide, this information can include your name, address or lo-
cation, phone number and email address, date of birth, gender, purchase information, 
shopping preferences, images and financial information (including your credit or debit 
card details, although we do not hold them, our payment processors do).


Information we receive from other accounts or sources: we can receive information 
about you from other sources, such as from your other accounts or other websites, in-
cluding data brokers, our Partners, social media providers like Facebook, advertising 
networks and analytics partners, and payment and delivery service providers. By log-
ging in to our mobile applications via Facebook, or linking your account on our Website 
to your Facebook accounts, you are giving us permission to obtain certain information 
and content from these accounts, such as your name, location, email address and pro-
file picture. The specific types of information that we may obtain depends on your set-
tings for that account or website, and will be subject to their privacy policies. We may 
combine such personal data with the personal data you provided to us to register your 
user account and communicate purchase information.


We supplement the data you provide to us with data from data append services such as 
public or social graph data in order to better serve you with content or promotions. We 
will append this data to our existing customer account information to better understand 
customers’ interests and to provide more relevant product recommendations and adver-
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tising, to increase our customer’s security when using our Website and to comply with 
our legal obligations, such as sanctions laws. This information can be associated with 
your personal information such as name, email, address, physical address or phone 
number.


Information our IT systems collects about you: each time you visit the Website, cer-
tain information will be created and automatically recorded by our IT systems. That in-
formation includes: cookies and device information.


Cookies. The cookies are tiny pieces of code that remains in your computer after you 
have visited some website. These pieces then enable the server to provide you with the 
information that is customised with your needs when you use some platform or website 
for the next time. By giving your consent to the COMPANY for use cookies you make 
our website more efficient, fast, and safe, you improve its functioning. Nevertheless, you 
may block, delete, or disable saving cookies on your device if your web-browser allows 
to do this. You can read more on our Cookies Policy. 


Server log files. Some data are collected automatically to run the Website, including 
browser type and browser version, operating system, referrer URL, host name of the 
accessing computer, and the time of the server request. We presume that these data 
cannot be personal, because the combination of these data is impossible. However, we 
reserve the right to check these data in retrospect in the case of proved illegal use.


Usage data. In order to improve and optimise the work of our website, in order to un-
derstand your needs and provide services that are relevant to you, we may collect your 
Usage Data. Usage Data reflect your behaviour on our website: use our products or 
services, download documents from us, personal information in application forms on 
website, subscribe for alerts or newsletters, attend one of our events, or an event host-
ed at our premises, make a request/complaint, visit to our website, including your 
browsing experience, for example which pages you have viewed and for how long. We 
may collect such data only if you give us a consent to do so. You provide us with your 
consent by means of: clicking “OK” on Cookie Policy Notification and/or filling your per-
sonal data in the application forms on the Website. We collect Usage Data with the help 
of the following third-party services: Google Analytics, Google AdWords. With the use of 
Google Analytics, we collect such data as IP-Address, your device model, screen reso-
lution and operation system, session durations, your location. Basing on these data, we 
analyse your needs and interests, evaluate effectiveness of our campaigns and improve 
our website to make its content relevant to you and the website itself – available for 
smooth viewing with your device. As well as we use this data for advertising campaign. 


Please, note that we in no case sell your data. We also do not make any decisions 
based solely on automated processing, which produce legal effects concerning you or 
similarly significantly affect you.


If we decide to change the purposes of processing specified above, we will notify you of 
such changes before using your personal data for the new purposes through the update 
of this Privacy Policy.


Please, note that we may compile and publish some statistic information showing the 
number of registration, visits, purchases, requests or complaints we receive or other in-
formation. Such statistics will be totally anonymous.
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If you do not want to provide us with the requested personal data for the purposes spec-
ified above, you may not have the access to certain Services, defined in the Terms and 
Conditions. Limited use of the Website is always possible without providing your per-
sonal data to us.


Who will access your personal data?


In order to provide high-quality services, we hire people, enters into agreements with 
private entrepreneurs and partners, also cooperates with other services providers, 
companies and organisations. For these reasons, some of your personal data can be 
passed on to the persons mentioned above.

 

First of all, our employees may have access to your data. Then, we may transfer your 
data to our sub-contractors and affiliates. We secure such transmission by including 

Information We Use How & Why We may use the data provided When does this become critical?

Email Create a username and log in.

To contact you if there is an issue with your order and update you with 
delivery information.

Customer service may use this to verify your identity and assist you.

Fraud detection and prevention against you or for verification 
purposes.

When you sign up to the service.

Your Full Name Deliver your order by sending this information to our Partner to fulfil.

Customer service may use this to verify your identity and assist you.

To contact you if there is an issue with your order and update you with 
delivery information.

Fraud detection and prevention against you or us.

When you make a purchase, we will 
ask for a Delivery Name and a Billing 
Name.

Delivery address 
(including postcode)

Phone number

Deliver your order by sending this information to our Partners to fulfil.

Verify your identity.

To contact you if there is an issue with your order or a product recall.

Contact you about your order delivery status.

Fraud detection and prevention against you or us.

When you make a purchase, we will 
need this information to deliver an 
item and fulfil post-order actions.

Product purchase 
details and history

Deliver your order by sending this information to our Partners to fulfil.

For our customer service team to verify your identity and assist you 
with your orders.

Train our customer service team

For accounts and regulation reasons.   

When you make a purchase, we will 
need to record this data for future 
actions relating to customer service 
and accountancy.

Credit card 
information

We do not keep a record of your credit card information; we use a 
secure 3rd-party service to process your payment for your order on 
our Service.

Your payment information is tokenised by this 3rd party service which 
allows us to issue you a refund should we need to and allow you check 
out faster if you are logged in to us.

When you make an order, so we can 
take payment and make actions in the 
future (for example: refunds).

Anonymous 
Aggregate data

To create internal reports, test our IT systems, research, data analysis, 
improving our site, building & developing our Website or developing 
new products or services.

We only use and share this information with third parties when it is 
anonymous i.e. without identifying information.

We use anonymous aggregated data at 
all times on our service.
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standard contractual clauses adopted by the European Commission and compliant with 
the EU data protection laws into our data processing agreements. When providing us 
your personal data you agree to such transfer and processing within the purposes set in 
this Privacy Policy.


To do this, we may share your information with these third parties in the following limited 
circumstances:


• Our Partners from whom you purchase products: We rely on carefully select-
ed partners that supply the products that you see in our Website.


• Our Distributors who may advice you in relation to new or existing Prod-
ucts: We rely on carefully selected Distributors that advise you. We allow our 
Distributors advise you only subject to you consent. 


• Third party service providers for business purposes: to function properly, we 
rely on a number of carefully selected third parties to provide us with services 
and products. We permit these companies to use your personal information only 
to the extent necessary to provide us with their services and products. Below you 
can find the types of third parties we use:


− Courier companies that we or our Partners use in order to deliver the prod-
ucts to you and, as such, they need to have access to your order information, 
including your name and address. These providers have a global outreach, 
with many local companies that can be engaged depending on your shipping 
address. 


− Payment and acquiring providers that we use to process your payment infor-
mation (including your credit/debit card details) so that we can collect pay-
ment from you. 


− Anti-fraud and credit check providers to keep us and you secure. They have 
access to and process your information and associated orders in order to 
check for any fraudulent behaviour.


− Analytics and search engine providers, like Google, that we use to assist us in 
the improvement and optimisation of the website. These providers are based 
in the United States and in Europe.


− Marketing Tools providers that help us to enable our marketing.


− Performance Marketing and Recommendations Providers that help us deliver 
advertising and recommendations of the products tailored to your interests 
and needs. 


− Research companies that we can engage to help us carry out surveys regard-
ing your use of our Website and Services. 


− IT/technology providers that we use to support, maintain and provide our 
technology and IT infrastructure that supports our Website and the storage of 
your information. 
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Please note that we don’t name a full list of the third-party service providers 
because of some reasons. Firstly, this list is huge enough, and different third 
party service providers can be engaged for the different region. Secondly, this 
list is updated and amended very often. However, based on this Privacy Poli-
cy you may request us for information about the third-party service provider 
related to the services provided to you. 


• Advertisers for marketing purposes: we can provide your information to our 
advertising and social media partners (including Facebook and Twitter, where 
you choose) where they require the data to select and serve relevant adverts 
about our and our partners’ products and services to you and others;


• Third party service providers to enrich data: We may also enrich, match or 
combine information we hold about you with data from other sources, for in-
stance by sharing some of your personal data with selected business partners. 
We do this to better understand your customer profile and interests so that we 
can deliver customised offers and other personalised services;


• Third parties where we are considering a corporate transaction: we are al-
ways looking for new opportunities and directions in which to grow. This means 
sometimes we may consider corporate transactions such as merger, acquisi-
tions, reorganisations, asset sale, or similar. In these instances, we may transfer 
your information to enable the assessment and undertaking of that transaction. If 
we buy or sell any business or assets, your personal information may be one of 
the assets that are transferred;


• To comply with legal requests: on occasion, we may be required to liaise with 
various regulators and law enforcement agencies in a number of different coun-
tries, whether as a result of law, a court order, or another legal process. Although 
we dispute requests wherever suitable, in some cases we may have to share 
your information with the regulators or law enforcement agencies. Where we 
consider it appropriate, and provided we are not prohibited from doing so by law 
or court order, we will attempt to notify you of these legal demands; and


• Aggregated information with third parties: we may aggregate your information 
with the information of other customers, creating a dataset of information about 
the usage of our Website, purchase of products, and other general, grouped in-
formation about our customers on the basis of our legitimate interest to under-
stand the usage of our service and demand for our product. Although this dataset 
is aggregated and anonymised, meaning it cannot identify you as an individual, it 
provides a valuable insight into the use of our Website and we may therefore 
share it with select third parties. These parties may include providers of plugins 
or similar technologies to help measure traffic, our Partners and other providers 
to allow them to better stock products, and our investors.


We have contractors in other countries. Your personal data may be available to our con-
tractors and partners in the jurisdictions outside the European Union. You may be sure 
that the transfer of your data to the recipients in other countries is secured and compli-
ant with the applicable data protection laws. 


In all cases when we transfer your personal data to other persons, we are confident that 
your personal data is protected and used only for the purposes specified in this Privacy 
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Policy. We achieve such safety by using only certified services and products, signing 
agreements on protection of personal data with contractors and partners, as well as tak-
ing technical measures to ensure the data is protected when stored and used, and also 
while being processed and transferred. 


You also have to be aware of the fact that we may disclose your personal data to en-
force and comply with the law. In other words, we may disclose information necessary 
for the investigation or legal process on official request or the official bodies acting with-
in their powers. 


Please, note that our Website may contain the links to other platforms and websites. 
This Privacy Policy does not cover the collection and processing of data from the mo-
ment when you follow such links. You will be governed by the conditions of the Privacy 
Policies of those platforms and websites. Thus, we encourage you to read that Privacy 
Policies carefully.


There are three reasons where we may share your data with third-parties that we have 
not listed here:


• Professional Advisers and Investors: We may also share your data with profes-
sional advisers such as our lawyers and insurers to manage risks and legal claims, 
and/or as part of our relationship and obligations to our investor organisations. This 
is in our legitimate interests.


• Group: It is possible we could sell our business to a third party or reorganise our 
business or become insolvent. In that scenario, our database of customers is one of 
the biggest parts of that business and so we would need to share it with the third-
party buyer and their advisers. This is in the legitimate interests of selling our busi-
ness.


• Law Enforcement/Legal Compliance: We will cooperate with all third parties to en-
force their intellectual property or other rights. We will also cooperate with law en-
forcement requests from within or outside your country of residence. This may in-
clude disclosing your personal information to government or law enforcement agen-
cies, or private parties, when we have a good faith belief that disclosure is required 
by law or when we, in our discretion, believe that disclosure is necessary to protect 
our legal rights, or those of third parties and/or to comply with a judicial proceeding, 
court order, fraud reduction or legal process served on us. In such cases, we may 
raise or waive any legal objection or right available to us. These uses of your data 
are in our legitimate interests of protecting our business security. We may also use 
your data and share it with the recipients listed in this Privacy Policy for the purpose 
of complying with our legal obligations.


How we may use your data for marketing purposes and additional data we may 
request permission for.


Part of the role of the COMPANY is to market the Products and Services to enable more 
people to purchase items listed on the Website. To do so we use a number of different 
third-parties to help us with these initiatives. We see these anonymised transfers of data 
as critical to the running and future success of our business and you cannot opt-out of 
them if you use our Services.
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In addition to the anonymised data we send to the third-parties, we may ask permission 
from you to use extended data to help give you a better service. A better service may 
include (but is not limited to): 


• the ability for us to personalise our email communication to you based on identi-
fiable information;


• the ability for us to place advertisements (including product listings) on the third-
party websites based on your browsing or purchasing history with us;


• whilst browsing the Website, having us push relevant deals and information to 
you based on your specific interactions with the website.


For this we will ask you to opt-in to our marketing initiatives; you will automatically be 
opted-out of these services when you join the Website. If at any stage, you would like to 
opt in or out you can do so in your account settings. 

 

The additional data We will request permission to use to send to the third-parties is as 
follows:


What do you use my information for?


To provide you the Services and the Website, including to allow you to order and re-
ceive products using our Website, administer your account and to optimise your experi-
ence we need to use the information that we collect in a number of different ways.


We also use the information for marketing and advertising purposes. Where you have 
told us you would like to receive marketing communications or when you have made a 
purchase using our Services, we and our Partners and our Distributors will use your 
personal information (including your name, email address and address) to occasionally 
send you updates, news, and offers via email, post, or other forms of media. We may 
use your information (including supplemental information received from partners that we 
append to our existing customer information as described below), to tailor these mes-
sages to you. You may unsubscribe from our email marketing communications by modi-

Data provided by You Use

Email address To identify you on the third-party services and internally.

Name To improve user experience with email and advertising 
personalisation and re-targeting

Date of birth Allows us to offer you exclusive discounts in celebration of Your 
birthday.

Helps us identify product deals more relevant to you based on 
purchases of other people in Your age demographic.

Gender Helps us identify product deals more relevant to you, and improve 
service based on learnings of others similar to you.

Other data we use Use

Purchase data Helps us identify product deals more relevant to you.

Email engagement data For engagement analysis and optimization.
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fying your preferences in your account’s profile management section, or by following the 
opt out instructions in the promotional emails that are sent to you.


We use third-party service providers to serve advertisements most relevant to you 
across your different devices and on our own and others’ websites and mobile ap-
plications. In addition to the information about your visits to our website or usage of our 
mobile application, our service providers may also use the information about your inter-
actions with other websites or applications to target advertisements for products avail-
able on the Website or from our Partners. For information about opting out of targeted 
advertising and controlling the use of cookies, please see the Cookies Policy.


We also carry out research, analysis, and surveys on your use of our Website, and 
views. We keep tracking of your spend on our Website to see if you can benefit from our 
exclusive loyalty programs as the VIP customer program and Access. Finally, we use 
your information to confirm your identity and perform credit checks or anti-fraud checks, 
in order to ensure your, and our, financial security. Please scroll down to find out the de-
tailed purposes for which we collect your information, what specific information is col-
lected and the legal basis for which we purpose that data.


− To register and manage your account in our Website, we collect your name, 
email, password and other additional details you may wish to add in your ac-
count, like phone number, addresses and gender. The legal basis is the perfor-
mance of a Contract with you.


− To fulfil the orders you make through our website, we collect your Name, ad-
dresses, phone number, Order details, like the products you are buying, the size 
and price. The legal basis is the performance of a Contract with you. 


− To collect payment from you we collect your payment information, which com-
prises the credit/debit card’s number, holder’s name and CVV we do not store 
them and only transfer them to our authorised payment providers. The legal ba-
sis is the performance of a Contract with you.


− To provide you with our customer services (including helping you to solve any 
issue you have with our services, updating you about any change to our terms of 
service, or contacting you to know how was your experience with us) we collect 
your name, email, password and addresses and your contact history with us (in-
cluding phone records of our conversations. The legal basis is the performance 
of a Contract with you and our legitimate interests in retaining you as a customer.


− To monitor the quality of our customer services, we collect your name, email, 
password and addresses and your contact history with us. The legal basis is the 
legitimate interests in running our business.


− To administer, maintain and optimise our Website and our services, we collect 
your device information (such as your device IP address and device type), Cook-
ie identifiers and browsing information. The legal basis is the legitimate interests 
in running our business.


− To perform fraud and credit checks and if we can do business with you, we col-
lect your name; email; addresses; credit/debit card details; browsing history; pur-
chase history; date of birth; gender; device information (such as IP address and 
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device type), any national identifiers (like driver’s license or ID cards) and any 
publicly available information (like social media profiles or news). The legal basis 
is the legitimate interests to protect the COMPANY and its customers from fraud-
ulent activities and compliance with a legal obligation.


− To send you marketing communications and personalised offers, we collect your 
Name; Email; Phone Number; Addresses; Date of Birth; Purchase history; 
Browsing history and behaviour; Device information; Shopping preferences; 
Cookie identifiers; Internal identifiers; Country. The legal basis is the legitimate 
interests to electronic direct marketing of similar products and services to that 
which you have acquired using our Website or, when such is not applicable, your 
consent.


− To manage our loyalty programs, we collect your Name; Email; Phone Number; 
Addresses; Date of Birth; Purchase history; Browsing history and behaviour; De-
vice Information; Shopping preferences; Nickname; Cookie identifiers; Internal 
identifiers; Country; Spent tier level and Wealth. The legal basis is our legitimate 
interests in running our business and improve the shopping experience.


− To provide you with personalised recommendations and enhance your experi-
ence, we collect your Name Email; Phone Number; Addresses; Date of Birth; 
Purchase history; Browsing history and behaviour; Device Information; Shopping 
preferences; Nickname; Cookie identifiers; Internal identifiers; Country; Spent tier 
level and Wealth. The legal basis is our legitimate interests in running our busi-
ness and improve our Website and your experience.


− Carry on research, analysis, enquiries and surveys on your use of our 
website, we collect your Name; Addresses; Email; Device information, legal basis 
is our legitimate interests in running our business and improve our Website and 
your experience.


− Advertising and retarget advertising of our and our Partners’ products and ser-
vices, we collect your email, cookie identifiers and device information. The legal 
basis is our legitimate interests in running our business.


− To produce aggregated statistical reports, we use your order history, provided 
that the result of such reports do not identify you. The legal basis is our legitimate 
interests in running our business and improve our Website.


− To manage requests and complaints. When we receive a request or complaint 
(‘enquiries’) from a person, we create a file containing the details of the enquiry. 
This normally contains the identity of the requestor or complainant and any other 
individuals involved in the enquiry. We will use the personal data from your en-
quiry only in order to process the request or complaint, check on the level of our 
services and provide you with the comprehensive response. Such data will be 
processed on the contractual basis as we will use it to provide you with informa-
tion you have intentionally requested. Without this data we will not be able to 
consider your issue and give you a response regarding it. 


How long will the personal data be processed and stored by us?


10



We store personal data in case we consider you to be potentially interested in our ser-
vices or you are already our client. Your personal data will be stored by us no longer 
than is necessary for the purposes for which the personal data are processed. Thus, 
retention period depends on the purpose of processing and may be specified per your 
request.


We also store the personal data of subjects who agreed to the subscription to our 
newsletters. The data is stored until a subscriber asks to be unsubscribed in the respec-
tive email form. 


After the expiration of retention period, we shall terminate the processing of your per-
sonal data or pseudonymize such data, unless stated otherwise under applicable laws.


Transfers of your personal data.


To provide our Website and our Services, in accordance with the purposes set out 
above, we may transfer and store the personal information that we collect from you to a 
destination outside of the European Economic Area (“EEA”), mostly to one of our Part-
ners, Distributors or to one of the third parties with which we work with.


We transfer the personal information to one of our Partners outside the EEA, to the ex-
tent such transfer is needed to fulfil the contract between you and the Partner which you 
are ordering the products from.


Your rights regarding your personal data we processed


Under the data protection laws, you have rights we need to make you aware of. The 
rights available to you depend on the legal basis for processing of your personal data:


1. Right to access to your 
personal data and right to 
data portability

You have the right to request us an access to your personal data and 
to know the source of these personal data. You may request to be 
provided with your personal data in a structured, commonly used, 
and machine-readable format. You also have the right to transmit 
those data to another controller, if the processing is based on your 
consent or on contract and the processing is carried out by 
automated means. You can also ask for the clarifications on the 
information described above, i.e. purpose of collecting and 
processing, period of processing, third parties which have access to 
information.

2. Right to request a 
rectification of your 
personal data

You have the right to request rectification of inaccurate personal data 
or request that incomplete data be completed.

3. Right to request an erasure 
of personal data

You have the right to request us an erasure of your personal data if 
its processing is no longer needed in relation to the purposes for 
which they were collected, and also if there are no legitimate 
grounds for the processing.
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If you make a request objecting to processing, we will no longer process the personal 
data unless we are able to demonstrate compelling legitimate grounds for the process-
ing. 


Please, note that when processing of your personal data is carried for direct marketing 
purposes, you have the right to object at any time to such processing without providing 
any justification. We will no longer process your data for such direct marketing purpos-
es. You may refer relevant sections of this Privacy Policy to learn whether we process 
your data for direct marketing purposes.


Any requests to exercise your rights can be directed to us through the contact details 
provided below. These requests are free of charge.


How we protect personal data?


We process your data by using computers and/or other IT enabled tools. We take both 
technical and organisational measures to ensure that your personal data are processed 
in a manner that provides appropriate security of information, including protection 

4. Right to restrict the 
processing of your personal 
data

You have the right to request a restriction of processing of your 
personal data if you dispute the accuracy of your data, or we no 
longer need these data for processing purposes and if you are against 
the processing of the data.

5. Right to withdraw your 
consent

You have the right to withdraw your consent for the collection and 
processing of your personal data at any time by contacting us. After 
your request, we will process such request in a timely manner and 
we will no longer process your personal data unless stated otherwise 
under applicable laws. 

6. Right to object to the 
processing of your personal 
data

You have the right to object to processing of your personal data on 
the basis of legitimate interest or as part of a task in the public 
interest or for an official authority; or we process your data to pursue 
our or third party’s legitimate interests, and you believe that such 
interests are overridden by your interests or fundamental rights and 
freedoms.  However, in some specific cases, the public interest may 
prevail and we may be allowed to continue using your personal data. 

7. Right to lodge a complaint You have the right to lodge a complaint directly with us at 
info@oton.market or with the competent data protection authority 
in the case you consider our processing of your personal data as non-
compliant with the applicable data protection laws.
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against unauthorised or unlawful processing and against accidental loss, destruction, or 
damage. 


We use verified contractors, with whom we sign data processing agreements, who 
might have access to your personal data. We also guide and train our personnel to 
process your data securely and in accordance with our internal data protection policies.


We use only secure places of storage, such as provided its own or rent servers located 
in Germany and Netherlands. 


Are you already 18 years old?


Our Website is intended for adult use only. We do not knowingly collect data from mi-
nors under 18 years old and its Website does not target such minors. We encourage 
parents and legal guardians to take an active role in their children’s online activities as 
well as their interests and ask the minors not to submit any personal data to us.


Breach notifications


If any of your personal data is stolen, lost or illegally accessed - known as a personal 
data breach - we would inform you as well as the respective data protection agencies 
as to such accidents without undue delay. We would also inform you directly if there are 
serious risks related to your personal data or privacy due to the personal data breach. 
We will do our best to minimise any possible risks related to personal data breach.


We hope this Privacy Policy helped you to understand how we process your personal 
data at the COMPANY. If you have any questions or comments with regard to this Pri-
vacy Policy, please do not hesitate to contact us at info@oton.market. 


Our contact information


OTON Market OÜ


13619 Estonia 

Harju maakond, Tallinn, Lasnamae linnaosa, Punane tn 6-219
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